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Abstract—We describe a formalisation of a subset of Ex- and they express requirements that may change over time.
ecutable UML (XUML) in the process algebraic specification  This leads to two main concerns: (1) In order to mitigate the
language mCRL2. This formalisation includes class diagrams state space explosion problem, our translation from XUML to

with class generalisations and state machines with send and CRL2 should d ificati that bl
change events. The choice of these xXUML constructs is dictated '™ should produce speciiications that aré manageable

by their use in the modelling of railway interlocking systems. by our tools while still capturing all executions allowed
The long term goal is to verify safety properties of inter- by the xXUML model. (2) In order to make the translation

lockings modelled in XUML using the mCRL2 and LTSmin  from xUML to mCRL2 efficient, correct and flexible, our
toolsets. Initial verification of an interlo_cking toy exan_\ple has approach should have the potential to be automated.
demonstratet_ll that the safety properties of mode'l instances Below. we focus on the first of the above CONCErns
depend crucially on the run-to-completion assumptions made. ’ ) ] s
although our translation has been developed with automation
in mind (see Section VIII). We have tested the viability of
different translations using a toy interlocking specification,
which was kindly provided to us by KnowGravity 1icThis
|. INTRODUCTION toy specification is almost as simple as it gets, but it still

. shows how choices in the translation affect the size and
We formalise a subset of Executable UML (xUML) [1] behaviour of the model. In particular, initial results reveal

in the formal ;p_emﬂcaﬂon Iangque MCRL2 [2] with the that different run-to-completion assumptions give rise to a
purpose of verifying safety properties. The xXUML constructs_ . L .
wide variety in model sizes and observable traces.

covered include class diagrams with class generalisations The rest of this paper is organised as follows. In Section II,

and object associations, and state machines which consist of . ) S
i . we describe and motivate the use of model checking in the
composite and concurrent states and have signal and changg€ .. .’ . ) i
erification of XUML interlocking models. In Section Ill, we

events. The mCRL2 language extends the process algebr

ACP [3] with abstract data types and is accompanied by E!lnatroduce the xXUML constructs covered by our translation,

toolset which provides for explicit model checking, state and discuss different types of run-to-completion assump-

. : . . . ~.tions. Our translation to mCRL2 is described in Section IV,
space analysis and simulation. Symbolic model checking |‘s,de in Section V, we discuss some problems related to
provided for by the LTSmin toolset [4], [3] '

Our work is part of INES§ an EC FP7-funded project, model checking translated xXUML models and give some

. . . ; e . solutions to these problems. In Section VI, we report on
which aims at developing uniform specifications of railway . ; . o
. . . . .- our observations made in translating and verifying a toy
interlockings. One of the aims of INESS is to formally verify : : : _
: o . . UML interlocking model. Finally, we discuss related work
safety properties of generic interlockings whose functiona

requirements are expressed in a dialect of xXUML. Severa?nd conclude in Sections VIl and VIIl, respectively.

approache_s to this are explored W?thin the project. OUr || M oODEL CHECKING XUML INTERLOCKING MODELS
approach is based on model checking using mCRL2 and ) )
the current paper provides a first step in achieving this by In model checking, a formal model represents all possible
presenting a translation from xUML to mCRL2. executions of the system being modelled. In our case, we
Interlockings ensure that trains neither collide nor derail.OPtain such a formal model by instantiating the classes and
They do this by preventing conflicting routes from being setassociations of the xXUML model according to a particular
over arrangements of tracks, points, etc., where a route ack layout, where a track layout is a configuration of
the basic notion used by a railway signaller to guide trainsPhysical and logical railway elements such as tracks, points,
As in most real-world applications, the xUML models signals and routes (see Section VI for an example). Suitable

arising from the interlocking domain are of considerable sizd"@cK layouts have been designed by railways. For example,
ProRaiP, the Dutch railway infrastructure manager, has
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designed three track layouts that together are supposed thange events remain in case their condition becomes false
capture all features of track layouts found in the Netherlandsagain after having been true.

Model checking is thus limited to verification of particular ~ Given a state machin& with a transitiont labelled by a
model instances. It is not possible to prove statementshange evenwhen(cond), the Cassandra/xXUML simulator
about all instances. In spite of this, model checking caradds an evené,yen(cona) t0 the event pool ofX whenever
still provide valuable information: The violation of a safety cond changes from false to true (personal communication
property in a particular model instance shows that thewith KnowGravity). The evené e cona) triggers transition
XxUML model is not correct in general, and traces thatt once dispatched and remains in the event pool even in case
witness this undesired behaviour can be used to improve theond becomes false befor€,e,(cona) IS dispatched.
model. Moreover, confidence in the correctness of the xUML If a dispatched event is not the trigger of an enabled
model can be increased by showing that several instancdgansition, the event is discarded. Otherwise, the actions
satisfy the requirements. Furthermore, model checking i¢abelling the transition are carried out. The only type of
more thorough than simulation, since exhaustive state spa@stion we currently allow is the sending of a signal [7,
exploration is performed, which is generally not possible inSection 11.3.45], where the target may either be an object
simulation. within the system or the environment.

B. Run-to-completion

An important aspect of concurrency is the interleaving of

diagrams, UML state machines and an action Ianguaggrocisf ex%cutlo;ﬁ. Run—tc|>—c$mp:cetlon (RTC) ?ssurrptlor;\s

which complies with the UML action semantics. There areCan NeIp reduce the complexity ot a concurrent system.
local RTC stepof a state machin& consists of processing

several action languages in use; we refer to [1] for a— I acti labelli t ition tri db ¢
somewhat limited—overview. all actions labelling a transition triggered by some event.

The xUML models to be translated by us are expresse@qoézzg:;at(unf’ f.thégetedr':ﬁ:?)lrg Ievi‘zrﬁg Fg(; S‘Stima:\?j ?ﬁe
in KnowGravity’s Cassandra/xUML dialect [6]. We briefly . ml ) ) \'Z/(n ) ' ay X
describe the modelling constructs relevant to us. ames are our own):

I1l. EXECUTABLE UML
Executable UML [1] (XUML) consists of UML class

Local RTC:A local RTC step of a state machidé must

A. Constructs be completed before the next event can be dispatchéd to

In class diagrams, we allow for class generalisations Atomic RTC:While a state machineX is executing a
(inheritance) and associations between classes (specifyiigcal RTC step, no other event can be dispatched to any
which class instantiations may reference each other). Ass@tate machine in the system.
ciation classes, however, may not occur, i.e., no objects may Global RTC:External signals may only be dispatched to
be related to instances of associations. the system in case all event pools are empty and there are

State machines may contain concurrent and compositBO remaining change events.
states (AND- and OR-states) and initial pseudo-states. We | gcal RTC is required by the UML specification [7,

currently do not translate history and final pseudo-states. Alsection 15.3.12]. It ensures that a state machine is in a well-
UML-defined transitions may occur as far as they involvedefined configuration before the next event is dispatched.
the allowed (pseudo-)states. A transition is labelled with a |n addition to local RTC, implementations may enforce
trigger and a sequence of actions, both of which may betricter notions of RTC. Atomic RTC is employed, e.g.,
empty. A trigger must be a signal event or a change eventpy [8] and [9]. With atomic RTC, local RTC steps in
Signals are communicated asynchronously. A signal cagifferent state machines may not be interleaved (which is
be sent either by an object within the system (an internahot forbidden by local RTC). Global RTC separates internal
signal) or by the environment (an external signal). Each statgystem interactions (between objects) from interactions with
machine is accompanied by an event pool which stores rehe environment. Note that atomic RTC implies local RTC,
ceived signals until dispatched, i.e., until they are taken frompyt that global RTC implies neither local nor atomic RTC.
the event pool by the state machine [7, Section 13.3.25]. The Cassandra/xUML simulator uses both atomic RTC and
A change event [7, Section 13.3.7] is an event whichglobal RTC [6, Section 4.3.5].
is generated when a certain condition becomes true. The
condition typically refers to the states of objects referenced
through associations. In Cassandra/xXUML, change even®d- The mCRL2 language
are denoted bywhen(cond), where cond is a boolean The mCRL2 specification language [2] extends the pro-
expression. The UML 2.2 semantics [7, Section 13.3.7] forcess algebra ACP [3] with abstract data types. Built-
change events is under-specified. For example, it is nah data types include booleans, integers, and lists. New
indicated when a change event is evaluated or how a changgructured data types can be defined using the keyword
event is detected. Also, implementations may or may not lestruct. We currently only use enumerated data types, e.g.,

IV. TRANSLATION INTO MCRL?2



sort E1t_State = struct Ready | Not_Ready. Functions E

over sorts can be defined by giving equations. / G \
The process specification language of mCRL2 allows for H

the definition of basic actions with zero or more parameters. ‘é@@

For exampleact send, read: Message defines the actions

send and read which take a parameter of typéessage. "

Similarly, a process specification may take parameters, e.g.,

proc Element(state: E1t_State). Processes can be com- m

posed using sequential and parallel composition and non-

deterministic choice. Actions can be hidden (turned into \ /

the silent action) and blocked (disallowed). Synchronisation

is achieved by using a communication operdfer, where Figure 1. A state machine

elements ofC' are of the forma; | ax | ... | an — ¢

meaning that the action is the result of the multi-party

synchronisation of the actions, as, ..., a,. if each instance of a clas¥ is associated with exactly one

An mCRL2 specification consists of data type defini-instance of a clas¥’, then the process specification &f
tions, equations over the data types, process specificationgll be of the formproc X(..., id_Y: Id, ...), whereId
and an initial process. The above process specificatiors the enumerated type consisting of identifiers.
procElement(state : Elt_State) could, e.g., be ini- State machinesThe potential state configurations of
tialised asinit Element(Ready). a state machineX are encoded as follows. For each
non-concurrent composite state (OR-state) we define
an enumerated typencS_states where ancS identifies

In our translation from xUML to mCRL2, each class § in the state hierarchy. IfS has substated, ..., Q,
becomes a process specification. Each of these procefifen ancS _states has memberancS_substate P, ...,
specifications consists of two parallel parts: One part is thencs_substate_Q, andancS_substate_nop. The process
translation of the state machine associated with the class, thgyecification of the state machit is then supplied with a
other part formalises the event p00| associated with the Staligarameteancs_state whose value represents the Currenﬂy
machine as a buffer process. The buffer process essentialjttive substate of. In particular, the top stat& of a state
implements a queue. An event is placed in the queue byhachine for a class is always a non-concurrent state and
a synchronous communication between the sending procegsves rise to a paramet@r state. We refer toancS_state
and the buffer process. The sending process can either kg astate parameterlf S is not active, therancS_state
another process representing a state machine, the enviropas the valuencS_substate_nop.
ment or a process monitoring change events (described at theThe configurations of a concurrent stafeare not mod-
end of this section). Signals are dispatched on a FIFO baS§|ed by parameters, as they are determined by the state
through synchronous communication between the buffetonfigurations of the (direct) substates of the concurrent
process and the process representing a state machine.  components of5 (the Cartesian product of these substates

Class diagrams:As mentioned in Section llI-A, we to be precise). To illustrate, consider the state macline

allow for class generalisations and class associations. In o4 Figure 1 (transitions are unlabelled as we only wish to
translation, the first is dealt with by flattening the classijjustrate how composite states are treated). In Figure 2 we
hierarchy; each superclass of a classX occurs only |ist the data type definitions arising frof together with the
once in this flattening, even in case there are sevsfal  declaration of state parameters in the process specification of
associations betweeN andY” in the class diagram. Now, F (disregarding any class attributes), and an initial process

B. The translation

if X is a class with superclass&s, ..., Y, the flattened corresponding with the initial state configuration.

classX’ arising fromX has all attributes o, Y7, ..., Yy, Since we treat class generalisation by flattening, if a class
and the state machine of’ is defined as the concurrent Y genera"ses a clas¥, then the process specification of
composition of the state machines 8t Yy, ..., Y. the state machine fok (which concurrently composes the

Class associations are translated by defining an enustate machines for and X) will have the state parameters
merated type consisting of identifiers (depending on theyrising from bothX and Y. This is completely analogous
instantiation of the model) and supplementing each MCRLZo the handling of concurrent states within a state machine.
representation of a class instance with one parameter (of the  Transitions: Following the local RTC assumption, a
enumerated type) for each of its associatibfimr example, process specifying the state machine of a cliissan obtain

6 4 . . an event from its buffer process (event pool) precisely when
In practice we employ macro pre-processing of the mCRL2 specification

before model checking. This is to avoid loop constructs when dealing witht 1S in a S'_(able state, i.e., when no (_)T[her tr_anSition is
one-many and many-many associations. currently being taken. One of the transitions triggered by



sort F_states = struct F_substate_G element
F_substate_N =
F_substate_nop;

" G_H_substate_I
" G_H_substate_J | hack ‘ | paint | ‘ signal |
_G_H_substate_nop;
" G_K_substate_L
_G_K_
_G_K_

K_substate_M . route '
K_substate_nop;

sort F_G_H_states = struct

*Hracks left_points " |right_peints T |entry_signal
sort F_G_K_states = struct

proc F(F_state: F_states,
F_G_H state: F_G_H_states, Figure 3. Class diagram for Micro interlocking
F_G_K_state: F_G_K_states) = ...;
init F(F_substate_G, ) . . )
F G_H substate I, associated withX, as described earlier.
F_G_K_substate_L); An instance of an xXUML model defines, in addition

. _ o to the above, an enumerated type with object identifiers
Figure 2. Translation of the state machine in Figure 1: data types forand an appropriate initialisation consisting of the parallel
representing states, state parameters and initialisation . . ) .

composition of the processes arising from the objects in
the instantiation, together with the required synchronisation

the obtained event is taken at random (non-deterministi€onstraints.
choic_e), assuming such g_transition exists. The actions V. PROBLEMS AND POSSIBLE SOLUTIONS
labelling the chosen transition are executed and the state ) i _
parameters of the process are updated to reflect the new '€ above translation presents us with the following
state configuration. If no transition is triggered by the eventProblems from a model checking perspective:

then the event is discarded, as allowed by the UML state 1) The system has an infinite state space as there is no

machine semantics [7, Section 15.3.12)]. bound on the number of messages accepted by the
Change eventsWe implement change events by intro- system from the environment.
ducing a process for each such event. This process monitors2) System components may starve, i.e., a process may
the value of the condition in the change event. For example, ~ have events in its buffer waiting to be dispatched, but
if a state machiné has a transition from a staf¢triggered the process may never get its turn.
by (in pseudo-notatiomyhen(P.state =T & ).state = To alleviate these problems, we propose two constraints:
U), where P and () are state machines associated with A) Limit the size of buffers. This restriction will over-
X, then we create a proceséien X S(P_in state T : come the first of the above problems. However, as an
Bool, Q_in_state_U: Bool), and let the objects® and object may send several signals to itself during a local
@ communicate synchronously with the monitor process RTC step (cf. Section I1I-B), we only impose this limit
whenever they enter or leave the stafesndU, respectively. on messages coming from other objects and from the
This communication updates the values of the boolean environment in order to avoid deadlock.
parametersP_in_state_T and Q_in_state_U. When an B) Add a mechanism which ensures that the system can
update results in the condition Changing from false to true, On|y receive a message from the environment in case
the monitor process places a signal in the buffeXofThis all message queues are empty. In other words, imple-
signal remains in the buffer ok’ even when the condition ment global RTC (cf. Section 1lI-B). This restriction
becomes false again. Hence, at the moment the state machine  addresses both 1 and 2 under the assumption that ex-
reacts to the event, the condition might no longer hold. ternal signals do not (directly or indirectly) trigger an
Architecture: We summarise how the elements of unbounded number of internal events. Consequently,
an XUML model are mapped onto the elements of an each process will eventually get the chance to empty
MCRL2 specification: For each flattened classwith asso- its buffer.
ciated state machiné&, we define a process specification
proc X(id : Id, ...) consisting of the parallel compo- VI. MODEL CHECKING A TOY SPECIFICATION
sition of S(id : Id, ...), S_buffer(id : Id, ...), and We have applied our translation to a toy interlocking

S_when,(id: Id, ...) wherei ranges over the change events specification which we refer to as the Micro model. The
of S. The parameterid represents the unique identifier Micro model has classes namel@menttrack, point, signal
associated with an instance of the represented class. Ttandroute where element is a generalisation of track, point
translation of the state maching is embodied bys and  and signal. The class diagram for this model is depicted in
S_buffer represents the event pool. E&lwhen, monitors  Figure 3. An instance of the Micro model is obtained from
one of the change events occurring in the state machinthe track layout depicted in Figure 4.



J]roufef’id = pid
t P
i - ! idle H

}_O b reserve_route/ cancel_routef
S1 )—} send left_points to_left; say Request completed!’
gend right_points.io_right
active
Figure 4. Track layout for an instance of the Micro model Cprep@ng
when(
farall tracks is_true in_state(#automatic ready) and
. . farall left_points is_true in_state@normal.detect ed.lefl) and
The |ay0ut ConS|StS Of three trackls tQ, tg, one pOIﬂ'[pl farall right_paints is_true in_stated#normal.detected.right) and
. . . . . entry_signal. in_stated#automatic ready) )
(pOSItloned |eft n the p|CtUre), one Slgrﬁlv and tWO rOUteS' send entry_signal.set_proceed, say ‘Request completed!

router; requiresp; to be positioned left and goes from track

t; to trackts; router, requiresp; to be positioned right and
. . send entry_signal set_stop
goes fromt; to ¢o; both routes have; as their entry signal.
The model instance thus contains three track objects, one when
. . . . . exisis tracks is_true not(in_state(#Hautomatic.ready))) or
pOInt ObJeCt, one Slgnal ObjeCt and two route ObjeCtS, and exlsts lef_peints 1s_true notdn_staternormal.detected. lem) or
these objects are linked via the following associations: et Sonl I atatetpauo s et
-
traCkS = {<7'1,t1>,<7‘1,t3>,<7’27t1>, <’)"2,t2>}
left_points = {(ri,p1)} Figure 5. State machine for class Route
right_points = {(re,p1)}
entry signal = {(r1,s1),(r2,s1)}

. . . . . . beforeit setss; to show stop, thus risking the derailment
The main functionality of the Micro model is route setting of a train passing ovep;. However, we point out that the

and route cancellation. Infor'mally desqribed, V\{hen a roUlquicr model is merely intended to illustrate the type of
receives a reserve request, it should signal to its left POINtS J\ 11 model constructs that are used in the modelling of

and_ T'ght points to move into position. When all points areinterlockings, and it is not claimed to be a safe interlocking
positioned, all tracks along the route are clear and the entr,

. . - . ¥pecification. Our main point is that some of these bad
signal is ready, the entry signal is set to show proceed. Wheﬂaces cannot be observed in the Cassandra/xUML simulator,

: : Because it uses a stronger RTC assumption than our versions
the required state, or the route is cancelled, the route entry (only local RTC) and B (local and global RTC)

signal is set to show stop. The state machine describing the
behaviour of the class Route is shown in Figure 5. VII. RELATED WORK

We translated the |\/|iCI’O mOdel instance il’ltO mCRL2 in There iS extensive Work on the forma“sation of exe-
two versions corresponding to constraints A and B fromgytable UML, and in particular, UML state machines, for
Section V. The state space resulting from version A is hugghe purpose of carrying out formal verification. See for
even with buffer size 161 x 10'* states), but our symbolic example, [8-12]. Translation of XUML into a process alge-
tools still compute the number of states within seconds: Theyraic language has been done in [13], [14]. More references
mentioned state space was explored in 113 seconds uSiR@n be found in [11] and the survey article [15]. In the
238 MB memory of a machine equipped with an Intel Xeonahove work, translation focuses on composite and concurrent
2.66 GHz, 32GB of memory and Linux 2.6.18. To obtain states, history pseudo-states, (conflicting) transitions, and the
version B we used barrier SynChronisation. This Versiorhction |anguage_ We were not ab|e to |ocate any research
has a significantly smaller state space (8 million stateskhat includes the formalisation of change events, which are
However, computing the number of states takes longer (16@n essential ingredient in the specification of high-level
seconds). The state space reduction that stems from a gloqﬁke“ocking requirements.
RTC assumption is thus significant, but run-time increases. EFgrmal methods have been widely applied in the verifi-

We were able to prove the presence of certain (unwanteddation of interlockings. The work can be divided into two
traces in both version A and B by placing a monitor processgategories: Verification of concrete interlockings (e.g. [16—

in parallel with the mCRL2 translation. The monitor dead- 18]) and verification of more generic descriptions (e.g. [19],
locks the process in case a certain finite trace, representingoy), as in our case.

the violation of a safety property, is present. The deadlock

detection functionality of the symbolic model checker from VIII. CONCLUSION

the LTSmin toolset was used to produce a trace. The trace We have presented a translation of a subset of xUML
shows that when the entry signal has been set to show into the process algebra mCRL2. Each of the elements of
proceed, the system may command the pgintto move the xUML subset is translated into a very simple mCRL2



construct, with the translation of the change events being[7] (2009, Feb.) OMG Unified Modeling Language Super-
the most complicated. We expect it to be straightforward
to extend our translation to include transitions with guards,
as well as history and final pseudo-states. We also expecig)
the constructs of any chosen action language to be included
easily, bar operations like object creation and destruction.
These last operations would correspond to on-the-fly procesig]
creation and destruction which is not possible in mCRL2.
Given the simplicity of the mCRL2 constructs, we expect
that the presented translation can be automated without too
much trouble. In fact, work on this automatic translation

from xUML (in the form of XMl files) to mCRL2 has

(10]

already begun.
Our first steps towards verifying safety properties of

XUML interlocking specifications have demonstrated thel11

following: First, the fairness and safety properties of an
interlocking system may depend crucially on the run-to-
completion (RTC) assumption employed in the implementa-
tion. Verification should therefore be relative to a particular[12]
choice of RTC.

Second, even for small xXUML models, such as our toy
specification, the state space can be enormous. Still the
symbolic model checker seems to be able to deal quité!3]
well with the mCRL2 translations obtained from the toy
specification. However, in order to verify real interlocking
specifications, we expect it will be necessary to come up
with specific abstraction and decomposition techniques, a4l
well as reduce the number of event orderings, either in a
generic way (partial-order reduction) or specifically (such
as RTC assumptions).

(1]

(2]

(3]

(4]

(5]

(6]
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