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Abstract—Cooperative awareness basic services are key com-
ponents of several Connected Autonomous Vehicles (CAV)
functions. We present a rigorous approach to the analysis
of cooperative awareness basic services in a CAV setup.
QOur approach addresses a major challenge in the traditional
analysis techniques of such services, namely, coming up with
effective scenarios that can meaningfully cover their various
behaviours, exercise the limits of these services and come up
with a quantitative means for design-space exploration.

Our approach integrates model-based testing and search-
based testing to automatically generate scenarios and steer the
scenario generation process towards generating inputs that
can lead to the most severe hazards. Additionally we define
other objectives that maximise the coverage of the model
and the diversity of the generated test inputs. The result of
applying our technique to the analysis of cooperative awareness
services leads to automatically generated hazardous scenarios
for parameters that abide by the ETSI ITS-GS5 vehicular
communications standard. We show that our technique can
be used as an effective design-space exploration method and
can be used to design adaptive protocols that can mitigate the
hazards detected through our initial analysis.

1. Introduction

Rigorous and structured validation and verification meth-
ods are pivotal for the wide-spread deployment and public
acceptance of connected and autonomous vehicles. The need
for such methods is intensified in the functions enabled by
vehicle-to-vehicle (V2V) communication, due to the close
interaction among the communication protocols, control
software, and vehicle dynamics. Much of the existing (man-
ual) analysis techniques do not scale to the huge design-
space and input-space of these functions and hence, there is
an increasing demand for automated validation and verifi-
cation techniques to explore these huge spaces effectively.

One of the main challenges in this domain is coming up
with scenarios (e.g., human driver behaviour, vehicle dy-
namics, road users’ behaviour, and connectivity conditions)
that can effectively cover the various behaviours of such
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systems and in particular, exercise those behaviours that are
likely to lead to hazardous situations.

In this paper, we introduce an automated verification
technique to automatically generate effective scenarios (test
cases) to evaluate the Cooperative Awareness Services
(CAS) in the context of connected automated driving. We
aim to automatically generate and verify various scenarios
for a convoy of autonomous vehicles following a lead
vehicle with a human driver (e.g., in vehicle platoons).
By generating such scenarios, our goal is to identify sets
of parameters of packets generation for the state-of-the-art
vehicle-to-vehicle communication protocol, specified in the
ETSI EN 302 637-2 standard that can lead to hazardous
situations (e.g., collisions or split convoys due to increased
distance) during cooperative manoeuvres. Thus, we aim to
show how these design parameters (i.e., the default rec-
ommended by ETSI and the ones we built ourselves) fare
when they are verified against automatically-generated chal-
lenging scenarios that aim to identify hazardous situations
and communication issues. In particular, we would like to
answer the following two concrete research questions using
our proposed methodology, elaborated below:

« RQ1: Is it possible to find hazardous behaviours
caused by communication issues in scenarios abid-
ing by the ETSI EN 302 637-2 standard?

e RQ2: Do the default parameter values described in
the ETSI EN 302 637-2 protocol handle extreme
situations better than other sets of values?

Our technique builds upon a model of ITS-G5 V2V
Cooperative Awareness Basic Services at Facilities Layer
that we have developed in accordance to the ETSI EN
302 637-2. The services operate on top of IEEE 802.11p
Carrier-Sensing Multiple Access with Collision Avoidance
(CSMA/CA) protocol. The developed model is then used
as the basis for a multi-objective search technique that
automatically steers the search in the scenario space (the
acceleration and deceleration of the leading vehicle) in order
to maximise the following objectives: 1) hazard likelihood,
2) data age, and 3) diversity. We use an adapted version of
our HyConf Conformance Testing [1], [2] environment to
implement and evaluate our approach.

Our results indicate that our approach, i.e., the inte-
gration of model-based testing and multi-objective search,
provides an effective methodology for design-space explo-



ration in analysing CAS. Using this methodology, we were
able to generate hazardous situations (e.g., collisions) due
to communication issues in vehicles that adopt reasonable
kinematic functions, and thereby answer our two research
questions. We discuss our approach and present the results
in the remainder of the paper and subsequently, analyse the
effect of changing different design parameters.

The remainder of this paper is structured as follows. In
Section 2, we provide an overview of the model used for
scenario generation and analyse its underlying assumptions.
In Section 3, we introduce our analysis strategy. In Section 4,
we explain the setup of our experiments that are designed to
answer our research questions. Section 5 is dedicated to the
presentation of our experimental results and their analysis.
In Section 6, we present an overview of the related work
in this area. Section 7 concludes the paper and presents the
directions of our ongoing research.

2. Our Model and Modelling Assumptions

In this section, we explain the model that we have de-
signed as the starting point for verification. We also specify
the assumptions used in designing the abstract model and
justify them for the verification task at hand.

As mentioned in the introduction, the model concerns a
convoy of connected and autonomous vehicles; an overview
of the modelled system is presented in Figure 1. We consider
a model that comprises five vehicles: the human-controlled
leader vehicle and 4 autonomous vehicles following the
leader.

2.1. Vehicle dynamics and control

In order to automatically accelerate and decelerate the
follower cars, an automatic controller must be in place. We
use a simple controller called the Intelligent Driver Model
(IDM) [13], which is further specified below. Our choice
for such a simpler controller is justified, since our focus is
to analyse the effect of communication protocol parameters
on safety (and not to analyse and compare different control
strategies).

Also for simplification, the current model only takes
longitudinal movement of the car into account. We assume
that the vehicles move along a long stretch of road without
any drastic changes in direction. This assumption is justified
by our focus on the V2V communication and its effect
on safety. We expect the latitudinal manoeuvres will have
similar effects and will be included in our future studies.

The input to our lead vehicle model is the acceleration
and deceleration behaviour of the human driver. Once this
input is provided to the lead vehicle, the following vehi-
cles respond to the lead vehicle’s behaviour using their
autonomous controller. The other input parameters to our
model are the design-space parameters of the CAS protocol,
specified in the next section. In this model, the acceleration
of the follower vehicles is described by the following func-
tion [13]:
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Equation 1 calculates the acceleration value based on
a maximum acceleration constant a, to the acceleration
exponent J, the current and desired velocities (v and vy,
respectively) and the current and desired distance to the
follower (s and s*(v, Av), respectively).
Table 1 shows some typical values, obtained from do-
main experts, for cars and trucks, which can be used in
conjunction with the IDM equation (Equation 1).

Parameter Description Car Truck
0 Desired speed 120 km/h 80 km/h
) Free acceleration exponent 4 4
T Desired time gap 1.5s 1.7's
S0 Jam distance 2.0m 2.0m
a Maximum acceleration 3.0 m/s% | 3.0 m/s?
b Desired deceleration 3.0 m/sZ | 2.0 m/s?

TABLE 1: Sensible values for IDM parameters

These parameters are further elaborated to model dif-
ferent traffic situations. For instance, trucks are charac-
terised by low values for vy, a and b. Careful drivers have
higher values for the time headway 7. Otherwise, aggressive
drivers have a low time headway 7' and higher values for
vg, @ and b.

2.2. V2V Communication

In the communication architecture that we use, each car
communicates with the leader and the one in front of it using
CAS. This assumption is justified by the particular function
we studied in collaboration with design engineers. For this
particular function, this assumption allows for each car to
learn about the leader’s manoeuvres soon after they happen
and anticipate them before they are fully propagated through
to the convoy.

In our model, packet collision due the channel conges-
tion is the only modelled source of packet loss. Propagation
related losses are not taken into consideration. We conjecture
that the results will be similar if we consider propagation
loss and plan to verify this conjecture in our future exper-
iments. Furthermore, we assume the communication range
to be of 60 meters of the leader vehicle.

We designed a model of the CAS standard [3] in the
Matlab environment; we dedicate the remainder of this
section to the a brief overview of this model, particularly
regarding the Facilities- and Network (Datalink) layers.

2.2.1. Facilities Layer: ETSI EN 302 637-2. Our Facilities
Layer vehicle-to-vehicle communication protocol is mod-
elled based on the ETSI standard EN 302 637-2. The process
of triggering CAMs is controlled by the CAS [3] and is
described below.
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Figure 1: Overall Model Architecture

The range of the frequency of CAMs transmission are
set as follows.

e The CAM generation interval shall not be inferior
to Thin = 100 ms. This corresponds to the CAM
generation rate of 10 Hz.

e The CAM generation interval shall not be superior
to Thax = 1000 ms. This corresponds to the CAM
generation rate of 1 Hz.

Within these limits, the CAM generation can vary de-
pending on the vehicle’s dynamics and the channel conges-
tion status. The vehicle continuously check the variation of
its current speed, coordinates and direction from the mea-
surements that have been collected since the last triggered
CAM.

The CAM is generated if one of these conditions (A or
B) is satisfied:

A) The CAM shall be triggered if one of the following
vehicle dynamics related conditions is given:

o The absolute difference between the current posi-
tion of the vehicle and its position included in the
previous CAM exceeds dp,i, = 4 m;

o The absolute difference between the current speed
and the speed included in the previous CAM exceeds
Umin = 0.5 m/s;

o The absolute difference between the current direc-
tion of the vehicle and the direction included in the
previous CAM exceeds @i, = 4°.

B) The CAM shall be triggered if the time elapsed since
the last CAM generation is greater than or equal to Ty x.

The CAM transmissions occur on a dedicated ITS-G5
channel and is in accordance to CAS specification.

2.2.2. Network Layer: IEEE 802.11p CSMA/CA. As
it is customary, there is a IEEE 802.11p protocol stack
supporting Cooperative Awareness Services; in particular,
there is a CSMA/CA scheme for managing the carrier at the
Medium Access Control (MAC) sub-layer. We model this
layer as it has a significant effect in our test-case generation
process and the analysis of network congestion.

2.2.3. Lab package. The model and the data from our
experiments are available publicly under an open source
license for all purposes at https://github.com/hlsa/HyConf.
The vehicles contains a CAS node for communication which
is responsible for the CAM transmission. This component
makes use of the CSMA/CA protocol.

3. Analysis Technique

In this section, we explain our analysis technique that
explores the model and generates test inputs that push the
system to its limits.

As explained in Section 2, we use the driving manoeu-
vres of the leading vehicle as the main input to the model.
Since this input-space is inherently infinite, we need to cover
it by finding inputs that are:

1) diverse enough to cover the input-space,

2) covers the models of vehicle control and V2V
communication protocol, and

3) effective enough to exercise the limits of the sys-
tem and maximise the possibility and severity of
hazards (including collisions and convoy splits).

Defining these objectives reduces our test-case genera-
tion technique to a multi-objective optimisation problem.
To this end, we use and adapt HyConf [2], which is a
tool developed for conformance testing of cyber-physical
systems. HyConf implements two classes of search algo-
rithms for test-case generation: Simulated Annealing and
Genetic Algorithms, which are well established probabilistic
algorithms for computing global optima [4], [8].

Given an objective function f such search algorithms
attempt to approximate the global maxima or minima of f
by using various heuristics. However, their heuristic nature
brings a certain degree of imprecision; this is mitigated by
adjusting the parameters to balance accuracy and perfor-
mance.

The search-based heuristics described in our past work
[2] attempt to maximise 3 criteria in its strategy: 1) max-
imising the distance between the reference output function
and that of the system under test, 2) discrete state coverage
for the reference model, and 3) a diversity notion to generate



inputs that are sufficiently different from the test suite
generated so far.

However, we have made some modification to the search
strategy to work with our CAV model. In the present study,
we use the following objectives: 1) hazard likelihood, 2)
data age, and 3) diversity.

For that, the user provides a specification model and an
ideal safe target that can be interpreted as a requirements
specification. The requirement specification is an idealised
and simplified input/output model for the vehicle convoy.
In this case, the ideal follower vehicle is one that receives
the acceleration input instantaneously from the leader and
follows it perfectly, disregarding any kinematics in IDM or
V2V communications altogether. In summary, it follows the
requirement to instantaneously match the exact acceleration
of the lead vehicle. By forcing our search to deviate from
this ideal behaviour as much as possible, we push the
convoy towards hazardous situations. This is the first search
objective.

As for the second objective, we would like to maximise
data age in the model. In other words, the inputs generated
by our strategy, i.e., the leader acceleration pattern, aims to
maximise data age in the communication protocol, which
could in turn lead to hazardous behaviour.

Finally, in order to cover as many different situations as
possible, we have also built in a notion of diversity as our
third objective: once an effective scenarios is generated, the
next scenario is sought to be be as far apart as possible from
the previously generated ones and cover the different areas
of the input space.

Thus, we have built an ideal model of a following vehicle
that behaves perfectly. We use this model only to generate
inputs. Subsequently, we built more realistic models of
the follower that triggers CAMs, which uses an abstract
communication protocol based on ETSI ITS-GS5 standard for
inter-vehicular communication [6]. This model takes packet
collisions and communication delays of CSMA/CA protocol
into account.

Figure 2 shows examples of inputs and outputs generated
by our strategy. The blue, erratic, line on Figure 2a is the
leading car acceleration obtained by the search algorithm.
The other, smoother, trajectories are the followers trying
to keep up. Figure 2b shows the relative distance of each
follower compared to the leading car.

4. Experiment design

In this section, we give a detailed description of our
experiment design. In Section 4.1, we present our research
questions. In Section 4.2, we describe the steps that were
carried out in the experiment. Finally, in Section 4.3 we
detail the hypotheses and metrics that we collect to answer
the research questions.

4.1. Research questions

The main goal of this study is the evaluation of the ITS-
G5 Cooperative Awareness Basic Service according ETSI
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Figure 2: Model input and outputs.

EN 302 637-2 standard; we develop an automated way of
exploring the design-space regarding the frequency rules in
the ETSI standard and evaluate how the awareness services
fare in our model. Thus, we assess whether it is possible to
find instances of hazardous behaviour in our model when
we apply our search-based strategy. In summary, we make
use of different sets of parameters of packets generation
(the default recommended by ETSI and the ones we built
ourselves) and analyse how they fare against inputs that aim
to create hazardous situations and communication issues. In
summary, we aim to answer the following research questions

(RQs):

« ROQI1: Is it possible to find hazardous behaviours
caused by communication issues in scenarios abid-
ing by the ETSI EN 302 637-2 standard?

e RQ2: Do the default parameter values described in
the ETSI EN 302 637-2 protocol handle extreme
situations better than other sets of values?

The hazardous behaviour that we are looking for are
longitudinal distance deviation related to data age. In other
words, we search for scenarios in which the vehicles in the
platoon get too close or too far apart from each other due
to outdated information; the former type of deviation is cer-
tainly more interesting from the safety analysis viewpoint.

4.2. Experiment methodology

To answer the research questions, we have identified
the design-space parameters in the communication protocol
and in our model that can affect the frequency of CAM
transmission. Then, we have defined different sets of value
for theses parameters; they will be compared against the
default values specified in the ETSI standard.

For the communication protocol, the identified param-
eters are Tiin, Tmaxs @min, and vmin. The first two, i.e.,
Thin and T),,x, respectively represent the minimum and
maximum time difference allowed by the standard for CAM
packet transmission. The parameters dy,i,, and vy, are
related to the vehicles and they determine that a packet



should be sent whenever the difference in speed or distance,
respectively, since the last sent packet, is greater than these
values. The parameter sets are detailed in Table 2.

Tmin Tmax dmin VUmin

Default 100 1000 4 0.5
Increased Frequency 1 50 500 2 0.25
Increased Frequency 2 75 750 3 0.425
Decreased Frequency 1 125 1250 5 0.625
Decreased Frequency 2 150 1500 6 0.75

TABLE 2: ETSI 302 637-2 CAM triggering parameters

Besides the default parameters shown in the first row of
Table 2, we have defined an additional 4 sets of parameter
values, depicted in rows 2 to 5. The values have been set
in such a way to increase or decrease the frequency of the
messages sent. Increasing or decreasing packet transmission
frequency directly affects data age. Lower frequencies usu-
ally result in higher data age, however, higher frequencies
can lead to packet collision, which increases data age as
well.

As for IDM parameters, we consider maximum accel-
eration and maximum deceleration. What we show is that
the communication parameters yield better or worse results
depending on the maximum allowed acceleration and de-
celeration. The chosen values for the profiles are shown in
Table 3.

Decel

Accel -1 m/s? -5 m/s?
1m/s? Profile A | Profile B
3 m/s? Profile C Profile D

TABLE 3: IDM maximum acceleration and deceleration profiles

The steps of the experiment are detailed as follows.
First, we apply a Cartesian product of the parameters, ETSI
(Table 2) x IDM (Table 3), to construct several different
environment pre-conditions. Then, we make use of the
search-based strategy presented in Section 3 to generate our
input scenarios. Finally, we feed the inputs to our model
and simulate it using the different sets of pre-conditions.

We next provide the details of the collected metrics and
the hypothesis statements. During the simulation, we have
collected the required data that was used to compute such
metrics. Then, we have performed an statistical analysis to
evaluate this data. Proven their significance, we answer the
research questions via hypothesis acceptance/rejection.

4.3. Metrics and Hypotheses

In each execution, we collected the following metrics:
average data age (ADA), maximum data age (MDA), mini-
mum distance, maximum distance. Average data age tells us
how outdated, on average, is the current information when a
new packet is received. Maximum data age is the metric that
tells us what is the longest time any car in the platooning
has spent without having received any new packet.

Minimum and maximum distance are the closest and
farthest the cars have gotten to one another; minimum

distance is used to identify collisions and maximum distance
is used to identify vehicles going outside communication
range. Based on these metrics we can decide whether a
faulty behaviour occurred, i.e., whether the vehicles get too
close to-, or too far from each other.

Hypotheses A and B aim to evaluate the research ques-
tions that have been explained previously and are defined
below.

o Hypothesis A

HA()ZFBDEF:O
Hy1: FBpgr >0

o Hypothesis B

Hpo: ADApgpr < ADAorn
Hpy : ADApgr > ADAorn

Hypothesis AO states that the number of faulty be-
haviours (FB) using the default parameter values (DEF)
dictated by the ETSI EN 302 637-2 standard is zero. This ex-
periment aims to reject such a hypothesis. Thus, an alternate
hypothesis Al is also defined, which has a complementary
role to the null hypothesis, and can be accepted in case its
counterpart hypothesis is rejected. The alternate one states
that the number of faulty behaviours (FB) is greater than
zero. These hypothesis will be used to answer RQ1.

Similarly, to answer RQ2, we have defined the hypothe-
ses BO and B1. Their goal is to compare the average data
age (ADA) using default (DEF) and other parameter values
(OTH). The null hypothesis, B0, states that average data age
is lesser or equals to average data age when using the default
values; the alternate hypothesis states the opposite.

5. Results and analysis

5.1. Results

For each pair of parameters (ETSI x IDM), we have
run the experiment 50 times for statistical significance and
analysed the outcome. The experiment was carried out using
a computer equipped with an Intel Core i7 processor, 16GB
of RAM, Windows 10 Operating System and the Matlab
2018b Framework. The platooning model used is the one
presented in Section 2. The results, along with the threats
to their validity, are detailed as follows.

For each IDM profile shown in Table 3 (Profiles A - D),
we have grouped the 10 execution for each set of parameter
pairs in Table 2 (Default values, as well as Increased and
Decreased Frequency, respectively denoted by IF1, IF2, DF1
and DF2). The average data age (A.D.A) and maximum data
age (M.D.A.) are shown in seconds and the minimum and
maximum distance, in meters. A collision is detected when
the minimum distance reaches 0 meters and we also consider
distances larger than 15 meters to be faulty behaviour; we
assume the followers must stay within 15 meters of the
other vehicles, otherwise, there is a risk of the last vehicle(s)
leaving the communication range and leading to a convoy
split.



A.D.A. | M.D.A. | Min. Dist. | Max. Dist. Collision | Too far

Default 0.38 s 0.79 s 4 m 6 m No No

IF 1 042 s 0.48 s 4 m 8 m No No

Profile A IF 2 0.67 s 1.02 s 2 m 6 m No No
DF 1 041 s 091 s 6 m 9 m No No

DF 2 0.49 s 1.01 s 7 m 11 m No No

Default 0.61 s 1.08 s 4 m 16 m No Yes

IF 1 0.59 s 1.12 s 3m 15 m No Yes

Profile B IF 2 0.64 s 1.36 s 6 m 17 m No Yes
DF 1 0471 s 0.95 s 4'm ITm No No

DF 2 0.89 s 1.62 s 4 m 16 m No Yes

Default 0.46 s 0.87 s 1m 8 m No No

IF 1 0.47 s 0.99 s 4 m 11 m No No

Profile C IF 2 0.73 s 1.18 s 4 m 15 m No Yes
DF 1 0.39 s 0.85 s 3m 7 m No No

DF 2 0.52 s 1.52 s 0 m 9m Yes No

Default 0.65 s 1.18 s 0 m 8 m Yes No

IF 1 0.67 s 1.02 s 2 m 6 m No No

Profile D IF 2 0.72 s 1.52 s 0 m 6 m Yes No
DF 1 0.71 s 1.19 s 0 m 4 m Yes No

DF 2 0.89 s 1.81 s 0 m 6 m Yes Yes

TABLE 4: Experiment results

Finally, it is important to note that we have analysed
the effects of using additional (up to ten) followers in the
platooning; however, we have found that the difference in
results, compared to four followers, was not statistically
significant. Thus, we have decided to focus the experiment
on a more realistic, smaller, number of followers. The results
obtained when using one leader and four followers are
shown in Table 4.

What the results show is that with high acceleration
and high deceleration, such as in Profile D, there is a risk
of collision. However, if the acceleration is high and the
deceleration is low (Profile C), then there is the risk that the
cars can get too far from each other.

Faulty behaviours were found in Profiles A and B us-
ing the default parameters. This results allow us to reject
hypothesis A0 and accept its alternative, hypothesis Al.
Therefore, the answer to the first research question, RQ1,
is a positive one: we were able to find hazardous behaviour
due to communication issues, in scenarios that follow the
ETSI EN 302 637-2 standard.

To answer the second research question, RQ2, we have
performed a statistical analysis on the average data age
(A.D.A.) collected. We have used the students t-test” [12]
statistical technique with a p-value < 0.05 and level of
confidence of 95% on the data. The results are shown in
Table 5 and values above 0.05 means that, on average,
the default values perform better than the alternative ones
that we have defined. Therefore we cannot reject the null
hypothesis BO.

P-Value
Default v. IF 1 0.07
Default v. IF 2 0.25
Default v. DF 1 0.09
Default v. DF 2 0.22

TABLE 5: Test results (p-values)

It is evident from results that using the current de-

fault configuration can still yield undesired outcomes. We
found scenarios in which different parameters resulted in
less severe hazards. To maximise the benefit of different
parameter sets, we can recommend to change the ETSI
protocol parameters dynamically, taking in consideration the
data age and (observed as well as predicted) input scenarios.

5.2. Threats to validity

What follows are the threats to experiment validity. This
study only considers a relatively small example. Our pla-
tooning uses a simple kinematics model, Intelligent Driver
Model, to control its behaviour, which makes it harder to
generalise the outcome of this experiment. However, this
allows us to isolate and focus on the communication issues,
which is the goal of this study. Furthermore, it is possible
that a sufficiently large number of vehicles or two-way
communication would affect packet collision, and therefore,
data age. We have not analysed the effects that different
network architectures have on the data age, however, as for
the numbers of vehicles, we have analysed up to 10 follow-
ers without any significant difference in results. Finally, the
parameter values we have chosen in Tables 3 and 2 have a
direct impact on the results. The values we have chosen are
based on prior experiments and domain knowledge.

6. Related Work

Analysing V2V connectivity is a multi-disciplinary prob-
lem and typically involves expertise and methods from a
number of areas. With respect to safety analysis through
validation and verification, Meinke [7] uses Learning-Based
Testing to learn models of a connected platoon while testing
them against safety and fuel efficiency properties. Compared
to the models used and learned by Meinke, we use a much
more detailed model of the ITS-G5 protocol and use them
for a quantitative analysis of the design decision trade-offs



and search for effective test cases revealing the extreme
cases in such trade-offs.

As for simulation tools, some have been extended and
adopted to analyse various properties of CAMs transmission,
particularly in the context of connected autnomous driving.
For example, the Sumo simulator has been extended with
platooning concepts [10] and this extension has been used to
analyse connectivity in platoons [9]. Furthermore, work on
safety measures for connected autonomous driving has been
conducted by Sidorenko [11]. Common to our approach, this
work provides a model of V2V communications protocols
with the goal to adjust vehicular distance (saving fuel and
space) without compromising safety in emergency braking
scenarios. Our work, however, automatically generates in-
puts that assess the safety of such protocols at its limits, via
a search-based approach.

Thus, our novel contribution is the integration of search-
based testing and model-based testing in analysing coop-
erative awareness service in CAV models and using these
techniques for design-space exploration. Apart from the
work by Meinke [7], another piece of research that uses
similar principles is the work by Kamali et al. [5]. They use
timed-automata-based models to analyse properties of pla-
toons. Their approach uses formal verification for analysing
protocols, rather than model-based testing. The strength of
our approach is in scalability, we do not rely on state-space
exploration, but rather use search-based techniques to locally
search the state-space and steer the test-case generation
process towards test-cases that are likely to reveal possible
safety hazards.

7. Conclusions and future work

In this paper, we presented an automated and rigor-
ous analysis method for automated vehicle functions and
applied it to cooperative awareness services in CAV. Our
method uses an integration of model-based and search-based
testing on a model that we have developed for connected
autonomous driving.

Our model uses the Intelligent Driver Model kinematics
as well as the ITS-G5 inter-vehicular communication ac-
cording to the ETSI EN 302 637- 2 standard for Cooperative
Awareness Basic Services. These services operate on top of
IEEE 802.11p, a Carrier Sense Multiple Access/Collision
Avoidance (CSMA/CA) protocol. The standard allows for
optimised implementations by specifying minimum and
maximum packet transmission frequencies.

The main contribution of this work is the analysis
method to check how our model fares in conjunction with
the ETSI standard. For that, we have conducted a controlled
experiment to compare the default parameters against alter-
natives values. In order to generate inputs for continuous
systems, a search-based approach is used: we formulate
a multi-objective search problem that maximises hazard
likelihood, data age as well as coverage of the input space
via diversity of test inputs. Our approach automatically
generates test inputs that can yield hazardous situations
while abiding by the standard.

Our ongoing research in this area involves a number of
extensions of the present paper. First of all, we would like to
add a notion of “drivability” to our test-cases to make sure
that the generated test-cases represent reasonable driving
scenarios. Moreover, our results indicate that a dynamic
choice of parameters may lead to mitigating the discovered
hazards. Hence, we would like to develop such a dynamic
and adaptive scheme whereby the observed and predicted
input scenarios are matched against the patterns detected
during the analysis and the most appropriate set of param-
eters are accordingly chosen. An analysis of this adaptive
scheme against static schemes will be our subsequent step.
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